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Intro

Iran's integration of state-sponsored surveillance and cyber operations demonstrates a
deliberate strategy to suppress dissent, control information, and expand authoritarian
control domestically and internationally. Enabled by partnerships with Chinese firms and
supported by IRGC-led organizations, the infrastructure amplifies Iran's ability to monitor
activists, bypass sanctions, and target adversaries-

e Key Organizations- Taracell, Tamin Ertebatat Ruykard Ayandeh Communications,
Zaim Electronic Industries, IRGC, Basij Resistance Forces, Eeleyanet Gostar.

e Key Individuals- Mehdi Faghihi (CEO of Taracell), Vahid Sanaei Manesh, Mehdi
Khazaei.

e External Partners- Chinese firm Hytera, Russia (collaborative espionage and
cyber activities).

e Targeted Groups- Activists, dissidents (e.g., Hossein Ronaghi), regionalrivals, and
international adversaries.

The discovery of surveillance devices, including TP-Link SIM-powered modem routers,
reveals Iran's extensive domestic monitoring network. Organizations like Taracell and
Eeleyanet Gostar develop and deploy tools for espionage, malware analysis, and
suppressing dissent. These efforts are bolstered by IRGC-backed entities and collaborations
with Chinese firms, showcasing reliance on external technology to bypass sanctions and
expand authoritarian control.

The pervasive surveillance infrastructure illustrates the regime's deep-seated insecurity and
its intent to preempt opposition. The system's reliance on advanced technology and
international partnerships increases its operational sophistication and resilience. However,
this dependency exposes Iran to vulnerabilities through international scrutiny, potential
sanctions, and growing resistance from activists who expose these activities.

¢ Technological Dependency- Iran's reliance on Chinese-manufactured tools, like
those supplied by Hytera, reflects efforts to circumvent sanctions and obtain cutting-
edge surveillance technology.

e Activist Exposure- Hossein Ronaghi's documentation of surveillance devices
signifies growing resistance within Iran and challenges the regime's ability to operate
covertly.

¢ Geopolitical Alignments- Strengthened partnerships with Russia and China signal
Iran's intent to solidify a strategic axis of cyber collaboration and influence.

¢ Domestic Control- Increased suppression of dissent and broader infiltration of
civilian and activist networks.
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e Global Risks- Enhanced cyber capabilities targeting international infrastructure and
adversaries.

e Exposure- Activist efforts have raised awareness of Iran's invasive practices,
potentially amplifying global opposition and scrutiny of Tehran's actions.

Iran's surveillance apparatus will likely expand further, using external partnerships to refine
capabilities. While international exposure may deter some actions, the regime's entrenched
commitment to authoritarian control suggests continued surveillance growth and increased
regional destabilization efforts. However, growing global awareness and coordinated
international responses could challenge Tehran's unchecked dominance in the cyber
domain.

The Brief

The discovery of surveillance devices, including a TP-Link SIM-powered modem router, in the
residence of political activist Hossein Ronaghi shows the systemic nature of Iran's
intelligence apparatus and its expansion into civilian life. IRGC actions are deeply
emblematic of a state that thrives on control, coercion, and infiltration of private spaces to
suppress dissent and enforce loyalty.

The revealed devices are tied to Taracell, a subsidiary of Tamin Ertebatat Ruykard Ayandeh
Communications, with connections to Zaim Electronic Industries under the Ministry of
Intelligence. The direct linkage is a carefully constructed web of technological, corporate,
and governmental alliances designed to monitor, manipulate, and suppress domestic
opposition and perceived external threats. Zaim's involvement is emblematic of trends
where private-sector proxies bolster state-led surveillance efforts, facilitated through
Chinese collaboration, as evidenced by its partnership with Hytera.

The involvement of senior figure Mehdi Faghihi and others highlights the personalization of
these operations, tying them to identifiable individuals who perpetuate this machinery. The
corporate mission to create a "secure broadband mobility infrastructure" cloaks the regime's
pervasive reach under the guise of modernization and security. Their reach veils an agenda
driven by a desire to stifle dissent and preempt any challenge to its authoritarian grip.

The lranianregime's prioritization of surveillance as a counter-dissent tool amplifies its deep
insecurity. Spying on citizens with listening devices and advanced technological equipment
shows that privacy in Iran is not a right but a privilege for those who genuflect. The Taracell
operation sits within a broader framework of systemic intrusions, including the activities of
organizations like Eeleyanet Gostar, which develops tools for monitoring and malware
analysis while serving the regime's repressive objectives.
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Figure 1 Core Structures and Entities-

Surveillance operations are centralized under Tamin Ertebatat Ruykard Ayandeh Communications and its subsidiary Taracell, supported by Zaim Electronic Industries.
Connections to the Ministry of Intelligence demonstrate government-driven surveillance.

External Partnerships- Partnerships with Hytera underscore China's role in facilitating Iran's surveillance and espionage capabilities.

Collaboration extends to Russia, signifying a broader geopolitical alignment in cyber warfare.

Targeting and Tactics- Tools and methodologies like the TP-Link SIM-Powered Modem Routers illustrate Iran's direct targeting of individuals like Hossein Ronaghi.
Eeleyanet Gostar is linked to malware development, broadening Iran's technical reach.

Influence Operations- IRGC actions focus on the Basij Resistance Forces and their systemic expansion of the digital panopticon, effectively suppressing dissent.
International complicity, through global supply chains and sanctions evasion, enables sustained operations.

Exposure and Resistance- Activists like Hossein Ronaghi play a critical role in exposing surveillance promoting global awareness and resistance efforts.
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The installation of listening devices follows a pattern of surveillance familiar from cases
involving the Basij Resistance Forces and the IRGC. They use advanced cyber capabilities to
extend their influence beyond traditional security paradigms, creating a digital panopticon'.

The regime's reliance on Chinese-manufactured tools and methods shows lIran's
technological dependency and demonstrates its efforts to circumvent sanctions and
international scrutiny. Companies like Hytera play a key role in facilitating Iran's ambitions
to sustain and expand its cyber-surveillance capabilities. Partnerships between Iran and
nations like China and Russia signify a continuing axis in cyber-espionage and influence
operations, each borrowing tactics and technology to solidify authoritarianism, internally
and against dissidents.

Hossein Ronaghi's exposure to these devices shows the necessity of constant vigilance
among activists and civil society.

Iran's actions are about safeguarding its sovereignty while crushing internal dissent and
extending control into every aspect of life. Their paranoid, entrenched surveillance culture
thrives on the complicity of global suppliers and the apathy of international actors. The
dismantling of their digital infrastructure begins with public exposure, meticulous
documentation, and collaborative efforts to undermine their technical and logistical
capacities.
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" A circular prison with cells arranged around a central well, from which prisoners could at all times be
observed.
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